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About me

Aa{SOdzNAG& wSaSINDKSNE F1F 11
I M.Sc. from TU Darmstadt and Northeastern University
I Research field: Wireless and embeddgeturity&Privacy

A Vacuum Robot (and loT) collector

I All brands: IRoboRoborockDreame Xiaomi, Shark,
Narwal Ecovacs X

A Interests: Reverse engineering of interesting devices
I Current research: Robots, Smart Speakers, Flash memory
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Projects

A Flash reversengineering and forensics
I Analysis of embedded devices and flash memory itself
Echo Dot (2021
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Projects

Robotinfo.dev
A Systematic analysis of robots

I Hardware, Software

I Sensors
Focus: security and privacy
Tracking of firmware changes
Source: emulated devices, app
Base for further research

o To Do Ix
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New project :Lawn mowing robots
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Goals of this talk

A UnderstandSecurity&Privacyisks of 10T devices
A Get an overview of the development of vacuum robot hacking
A Learn about vulnerabilities and backdoors

Side note Generally, a friendly,
but competitive relatlonshlp W|th
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Disclaimers
A 1 do not claim that vendors use sensors to spy on you!
I (but they can in theory)
A | cover primarily physical attacks on devices
A Many vendors are affected
I Independent of origin, size, market share
I This talk: focus on XiaoniRoborockDreame
A Research part of my private projects
I No sponsorship by companies or organizations
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Agenda
A Motivation
AL2¢ RSOAOSA FTNRBY | 11 Ol SNWa

A History of vacuum robot research
A Root access and data

A More findings

A Takeaway lessons
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MOTIVATION
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Why do we want to root devices ?

A Play with cool hardware
A Stop devices from constantly phoning home
A Use custom Smart Home Software
A Verification of privacy claims

A Make $$$ in Bug Bounty Programs

| ‘\\\
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Why do we not trust I0T?

A Devices are connected to the home network

A Have lots of sensors

A Communication to the cloud is encrypted, content unclear
A Developing secure hardware and software is hard

A Vendor claims contradict each other

A Certifications areverthlessunreliable
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Built for Privacy

Nothing is ever duplicated
Nothing is ever stored

Nothing is sent to the cloud

\| ETSITS 103 645

R
einlan:
y 1D 0217008049
AUSTRALIAN

[@\4=1=38 © 18.10.202%; Dennis Giese https:/global.roborock.com/pages/roborockémaxv 13

CONFERENCE



https://global.roborock.com/pages/roborock-s6-maxv

AUSTRALIAN |8 » P P O R

CYBERpee————

CONFERENCE [

r k?a re? OAA AQONrr At N OQABN

Remote Control 29.38KB/s
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MIT
Technology
Review

Featured Topics Newsletters Events Podcasts SIGN IN
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ARTIFICIAL INTELLIGENCE

A Roombarecorded awomanon
the toilet. How did screenshots

by Eileen Guo
December 19,2022
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end up on Facebook?
= ~o

UM companies say your images are safe, but a sprawling global

In the fall of 2020, gig workers in Venezuela posted a series of images to online
forums where they gathered to talk shop. The photos were mundane, if

sometimes intimate, household scenes captured from low angles—including

SUBSCRIBE

MATTHIEU BOU

https://www.technologyreview.com/2022/12/19/1065306/roombaobot-robot-vacuumsartificiakintelligencetraining-data-privacy/ 1 5
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Image captured by Robot development devicas, being annotated by data labelers.
The woman's face wasoriginally visible, but was obscured by MIT Technology
Review. The Roomba J7's front light is reflected on the oven.

Funfact:
Vendorspanickedandstarted

to changefirmwares apps
and privacypolicies

< 10 of 13 > Image captured by IRobot development devices, being annotated by data labelers.
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More sensors ?
r

Cameras
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Risks of devices with cameras

A Storage of pictures/videos indefinitely | siedo. both cloudandiocal
A Used devices might be problematic e
iaenote.
I Previous owner installed rootkit Attackvectorappliesto many

different classe®f devices

I New owner cannot verify software [UEEulAEETEERE
I Result: Device might behave maliciously on your network
Aw220Ay3 Aa OGUKS 2yieée ¢gleée G2 ¢
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Optical sensors instead of camera?
A Vendors react on worries of users:

o

il G2ARFYOS 2F (0KS g2NR aOl Y!
italr3s 2F a2LWAO Sr-5-2 ‘

Keine Kamera, sondern ein optischer Sensor

Sich zurechtzufinden ist das eine, keinen Kleinkram uber den Haufen zu fahren, das
andere. Der Rohorock S8 Pro Ultra wurde wie praktisch alle aktuellen Top-Gerate mittels
KI-Lernverfahren geschult, um sich nicht in herumliegenden Gegenstanden zu verheddern
oder zu verkeilen.

Roborock verzichtet dabei anders als in fritheren Top-Modellen auf eine Kamera im
engeren Sinn. Stattdessen verbaut der Hersteller einen der die
Lichtreflexionen von zwei nach vorne gerichteten Infrarotdioden verarbeitet und so
Strukturen kleiner Objekte erkennt. Das ist im Nebeneffekt ein Vorteil flir die Privatsphére.
Fotos oder Videos, die jemand Unhefugtes angucken konnte, erstellt das Gerat prinzipiell
nicht. SourceBertiKolbowLehradt Golem.de hdzi Lddzii 2F a2LIGAOIE &aSys
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Can you rely on Certifications?

S8 Pro Ultra
Xiaomi Robot Vacuum X10+

Clever ‘g'e»nug, um nichtin
SchW|er|gke|ten zU geraten

\ Protected
Privacy loT
Service

ETSI EN 303 645

TUVRheinland

WWW.tuV.Com
1D 1111254830

, www.tuv.com } www.tuv.com
ID 1111263374 ID 1111252031

Sourcehttps://de.roborock.com/pages/roborocis8-pro-ultra

Sourcehttps://www.mi.com/global/product/xiaomirobot-vacuumx10-plus/

*1.10s Ultra is certified-safe by TUV SUD and meets ETSI EN 303 645

cyber security standards for loT products

Sourcehttps://www.dreametech.com/products/dreamebeltl Osultra
AUSTRALIAN
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Overview of an IoT Device T

V4 N
I A \ Cloud
\ PP J Backend
\\ - Il
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Overview of an 10T Device
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Features and Connectivity

A 10T devices have powerful hardware
I Multicore CPUs
I Often based on Linux or Android
I Very similar to general purpose computers

A 10T devices are connected to other devices and the Internet
I Smart Home not possible without other devices
I Most products require Internet connectivity

| AUSTRALIAN [#8
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Cybersecurity and loT

A Cybersecurity is hard

Y NEWS « (O 1 minread *

Vulnerability in Vaillant Heating Systems

| RGC]UIFGS knowledge Allows Unauthorized Access

I New attacks are developed O

A critical security vulnerability in the heating and power systems of German company
Vaillant allows unauthorized people access the systems, turn them off and damage

I Thirdparty code vulnerable  oun

Vaillant has sent all its customers a warning, recommending they manually disconnect the

A I Td - I Inerable devices, I P 1.0, fi th twork and wait f f thei
O eVI CeS are CO m p eX ZL:HT;IE(;:E(; toef\if)\(ctehse sr;z:‘gl:ni oenczit:WGF rom e NemworKk and wait 1or one o elr
Source:

I H ardware : S Oftware an d N etWO r kS https://www.bitdefender.com.au/blog/hotforsect

rity/vulnerability-in-vaillantheatingsystems
allowsunauthorizedaccess/

[ More challenges for develope =y
I Dependence on internet Developers e sl U

infrastructure, backend and

@v=1=2l | 18.10.202% Dennis Giese device software 26
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loT development cycle

A 10T Vendors/Developers are often lazy Applies to many
vy e _ companies, independen
i Limited development time of size and origin!

I Fast product development cycles
I Quality control too expensive
A Assumed development of firmware:
1. Take SDK/toolchain
2. Modify sample code so that the product runs
3.LF AG @62NJ ay LldzofAaK FTANXNG
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Product support and lifespan

A Development cycle similar to smartphones
I New products and models every year
I Product support dropped after-2 years
I Developers can only focus on new produc
A Problem: Smart Home devices are used longer
I Average lifespan of a washing machind:37years
I No incentive for customer to replace working device
I No incentive for vendor to support old devices

Generalproblem
Securitydoesnot pay

AUSTRALIAN

CYBER @ 18.10.2023%; Dennis Giese 28

CONFEREN




AUSTRALIAN 4

] ——— 9 F F ORI UNIIILES

CONFERENCE B

MY VACUUM ROBOT HISTORY
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General observation

A Every time a rooting method gets released, the vendors react
I Sometimes they even break things in the prodess

A Fun facts:
I Some vendors seem to have given up after my last talk
I Competing robot vendors complain that | do not hack them

AUSTRALIAN i i
(@219 18.10.2023; Dennis Giese 30
CONFERENCE



AUSTRALIAN

CYBER

CONFERENCE

Vacuum Robots ?

Three Processors

PRRRRRRRRRRRRRRRERNENY A
Q‘ §§ STM32F103

= VEThL
S320 :
F28026DAS

AUSTRALIAN o Source: Xiaomi advertisement in 2016
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First work in 2017

A Xiaomi Vacuum Robot (OERoborock / RoborockS5 —
A Used fault injection attack to extract firmware
A Findings:
I Firmware images: unsigned and encrypted with weak key
I Custom firmware could be pushed from local network
A Result:
I Rooting without disassembly
A Publication: 34C3 (2017) and DEF CON 26 (2018)

' 18.10.2023; Dennis Giese https://dontvacuum.me/talks/DEFCON26/DEFCOMNREIng_fun_with_loTXiaomi.html 3D
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Scenario: Insecure Over -The-Air (OTA) updates

§ - o | S Ba¥ea freshfirmware updatehereH &
<

| a / | pfeasehavedzLIJR I (I S K ¢

&

ForXiaomidevicesn 2017:
Workedfor provisioned

andunprovisioneddevices

I AUSTRALIAN
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High -Tech Attack tools

A Shortcutthe MMCdatalines
A SoCfalls backo Bootloadermode
A Load + Execut®ol in RAM

= e——

-esesseeLeSe—
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Roborock is unhappy

A Newer firmware versions: local updates blocked
A With introduction of new models in 2019:
I Signed firmware and voice packages
I Each model uses different encryption keys
I Signhed configuration files to enforce region locks

AUSTRALIAN i i
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Rooting methods for new models (2019)

A Required tear down of devices
A Access to bootloader shell via UART
A Use bootloader to patch filesystem
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PCB reverse engineering

i §1MAC I
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Roborock reacts again

A U-Boot Bootloader gets locked down and shell is removed
A SecureBoqgtSELinuxDMverity is introduced
A New models use LUKS filesystem encryption
I User data and Application partition is encrypted
I Keys are stored in OPTHREISStzone
A Custom ELF binary signature checks in Kernel

I Unsigned binaries cannot be executed [ s e
Camerasnd Alwerereleased

" 18.10.2023 Dennis Giese 38
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Hackers fight back (2021)

A Presented at DEFCON 29
A Method to bypass ELF binary verification and security

I Idea: modification of configuration partition

I Disadvantage: eMMC desoldering or ISP access required
A New VendorDreameTechnologies

I Powerful devices with cameras

I Easy rooting method without disassembly via USB

' 18.10.2023; Dennis Giese https://dontvacuum.me/talks/DEFCON29/DEFCOIR2ots_with_lasers_and cameras.l'gg
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Debug pinout for  Dreame robot

GND

A
!

DreamelL10s Ultra

Pinout under plastic cover | DreamelL10s Ultra
: Usage of custom adap

AUSTRALIAN
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Roborocks reaction

A Emailfrom Roborock 9 hT¥Wankyou for the talk, our
engineersvatchedthe talk live andare fixingright now all
vulnerabilitiesx

A All partitions, exceptsystem are now encrypted

A ELPbinarysignatureverificationis obfuscated

A Custom code itibcurlto silentlybypassDNSedirections
A Lots ofobfuscation(XOR ftw!)

% 18.10.202%; Dennis Giese 42
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Dreame starts to panic (2021)

A After release ofhe talk
I Lots ofchangesn firmwares
I UARToginshellgetsremoved U-Bootshellis patched
I Somechangeseemto brickrobotsvia OTA
I Funfact: patchesreveala simplemrooting method

|| factory_reset.conf E3 I
1 {
: n o m. =
3 "short press script path": "/usr/bin/open getty.sh &",
- "long press_script path": "/usr/bin/factory reset.sh rescue ava brick",
3] "device name": "EVENT DEVICE NAME"
[ 1

AUSTRALIAN |8
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Dreame panics even more (2022)

A Newcountermeasuresireintroduced

SecureBoots enforced
Systenpartition is signedand verified by U-Boot
Kernelis pairedwith a specificsystempartition
Countermeasurés introducedinto the software

A Robotrandomlycrashedf filesystemis tampered

A Firmwareis now signed+encryptedvith per-modelkey

Fatalmistake onlythe passwordo the firmwareis signed

i Wecanrecyclethe passwordo createour 2 g yautleentiaxfirmware
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New Generation of Robots (2023)

A Research presented at DEFCON 31

A Example of flagship model Boborock
I 2 Cameras, LIDAR sensdrjrzelasers

I Security:
A SecureBoot

A DM-Verity protectedrootfs
A LUKS encrypted partitions

A SELinuxELF signatures

AUSTRALIAN |8 ) ) O
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New Generation of Robots (2023)

A Logic flaw in boot chain verification
I All components are signed Appliesto most
A Exception: boot configuration VeI SO
I Everything is checked in the boot proces:
A Abuse of WBoot bootloader configuration
I Configuration allows arbitrary memory reads and writes
I Manipulation of configuration to disable security checks
APatching of the bootloader by the bootloader itself

vendors

o .
- 18.10.202%; Dennis Giese 46
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How to reverse -engineer Roborock S8 Pro Ultra

A Problemwith Roborockwe haveno exposeddebugpins
I OnlyUSBs availablewithout teardown
A Initial approach completeteardown

AUSTRALIAN
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Removabf the
SOQo track
tracesaccording
to the datasheet

, ; RoborockS8 Pro Ultra Mainboard
Frontside with Sodesoldered
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Removabf the
eMMCFlashto
tracktraces

< = NN
RGboigckS8 Rro ltra, Mainboard

. Baekside with eMMCdesaldered
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Mapping ofpins
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to traces
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Where re the debug

0> *tﬂ’ =50

Connectinghe
tracesof the back
sideof the PCRBo

the front side

R Pro UItra Mainboa
oesoldered

I AUSTRALIAN
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Surprising finding

AlleMMCpinsare
accessibldrom the holes
of the buttons
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Surprising finding
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New challenge : Obfuscation

A Hidingof debugpinsor removingthem completely
A Example Fitbit
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