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About me

Åά{ŜŎǳǊƛǘȅ wŜǎŜŀǊŎƘŜǊέ ŀƪŀ IŀǊŘǿŀǊŜ IŀŎƪŜǊ

ïM.Sc. from TU Darmstadt and Northeastern University

ïResearch field: Wireless and embedded Security&Privacy

ÅVacuum Robot (and IoT) collector

ïAll brands: iRobot, Roborock, Dreame, Xiaomi, Shark, 
Narwal, EcovacsΣΧ

Å Interests: Reverse engineering of interesting devices

ïCurrent research: Robots, Smart Speakers, Flash memory
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Projects

Å Flash reverse-engineering and forensics

ïAnalysis of embedded devices and flash memory itself

ïExample: Amazon Echo Dot (2021)

https://dontvacuum.me/papers/ACMWisec-2021/

Google Pixel Watch Flash extractionwith probing

https://dontvacuum.me/papers/ACMWisec-2021/
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Projects

https://robotinfo.dev

Robotinfo.dev

Å Systematic analysis of robots

ï Hardware, Software

ï Sensors

Å Focus: security and privacy

Å Tracking of firmware changes

Å Source: emulated devices, app

Å Base for further research 

https://robotinfo.dev/


618.10.2023 ςDennis Giese

New project : Lawn mowing robots
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Goals of this talk

ÅUnderstand Security&Privacyrisks of IoT devices

ÅGet an overview of the development of vacuum robot hacking

ÅLearn about vulnerabilities and backdoors

https://www.dreame-technology.com/
https://www.roborock.com

Side note: Generally, a friendly, 
but competitive relationship with 

vendors is maintained

https://www.dreame-technology.com/
https://www.roborock.com/
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Disclaimers

Å I do not claim that vendors use sensors to spy on you! 
ï(but they can in theory)

Å I cover primarily physical attacks on devices

ÅMany vendors are affected

ïIndependent of origin, size, market share

ïThis talk: focus on Xiaomi, Roborock, Dreame

ÅResearch part of my private projects

ïNo sponsorship by companies or organizations
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Agenda

ÅMotivation

ÅLƻ¢ ŘŜǾƛŎŜǎ ŦǊƻƳ ŀ IŀŎƪŜǊΨǎ ǇŜǊǎǇŜŎǘƛǾŜ

ÅHistory of vacuum robot research

ÅRoot access and data

ÅMore findings

ÅTake-away lessons
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MOTIVATION
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Why do we want to root devices ?

Å Play with cool hardware

Å Stop devices from constantly phoning home

Å Use custom Smart Home Software

Å Verification of privacy claims

Å Make $$$ in Bug Bounty Programs
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Why do we not trust IoT?

ÅDevices are connected to the home network

ÅHave lots of sensors

ÅCommunication to the cloud is encrypted, content unclear

ÅDeveloping secure hardware and software is hard

ÅVendor claims contradict each other

ÅCertifications are worthlessunreliable
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Ẍ¸ɐʌțȡɅȓ ȡɾ ɾǸɅʌ ʌɐ ʌțǸ ǪȺɐʔǱẍṤ

https://global.roborock.com/pages/roborock-s6-maxv

https://global.roborock.com/pages/roborock-s6-maxv
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ṟ ǩʔʌ ʳɐʔ ǪǍɅ ǍǪǪǸɾɾ ʌțǸ ǪǍɃǸɶǍṤ

https://global.roborock.com/pages/roborock-s6-maxv

https://global.roborock.com/pages/roborock-s6-maxv
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https://www.technologyreview.com/2022/12/19/1065306/roomba-irobot-robot-vacuums-artificial-intelligence-training-data-privacy/
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Fun fact:
Vendors panickedand started
to changefirmwares, apps
and privacypolicies

https://www.technologyreview.com/2022/12/19/1065306/roomba-irobot-robot-vacuums-artificial-intelligence-training-data-privacy/
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More sensors ?

Cameras

Microphones??

https://www.ecovacs.com/us/deebot-robotic-vacuum-cleaner/DEEBOT-X1-OMNI-BLACK

https://www.ecovacs.com/us/deebot-robotic-vacuum-cleaner/DEEBOT-X1-OMNI-BLACK
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Risks of devices with cameras

ÅStorage of pictures/videos indefinitely

ÅUsed devices might be problematic

ïPrevious owner installed rootkit

ïNew owner cannot verify software

ïResult: Device might behave maliciously on your network

ÅwƻƻǘƛƴƎ ƛǎ ǘƘŜ ƻƴƭȅ ǿŀȅ ǘƻ ǾŜǊƛŦȅ ǘƘŀǘ ŀ ŘŜǾƛŎŜ ƛǎ αŎƭŜŀƴά

Χ ŀƴŘ somedo. both cloudand local

Side note:
Attackvectorappliesto many
different classesof devices, 
not onlyvacuumrobots
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Optical sensors instead of camera?

ÅVendors react on worries of users:

ï!ǾƻƛŘŀƴŎŜ ƻŦ ǘƘŜ ǿƻǊŘ άŎŀƳŜǊŀέ ŦƻǊ ǇǊƛǾŀŎȅ ŀǿŀǊŜ ǳǎŜǊǎ

ï¦ǎŀƎŜ ƻŦ άƻǇǘƛŎŀƭ ǎŜƴǎƻǊέ ƛƴǎǘŜŀŘ

https://www.golem.de/news/roborock-s8-pro-ultra-im-test-putzt-alles-weg-2305-174299-3.html

hǳǘǇǳǘ ƻŦ άƻǇǘƛŎŀƭ ǎŜƴǎƻǊέ {у tǊƻ ¦ƭǘǊŀSource: BertiKolbow-Lehradt, Golem.de

https://www.golem.de/news/roborock-s8-pro-ultra-im-test-putzt-alles-weg-2305-174299-3.html
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Quality of sensors

Output of DreameW10Pro camera
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Can you rely on Certifications?

Source: https://www.dreametech.com/products/dreamebot-l10s-ultra

Source: https://www.mi.com/global/product/xiaomi-robot-vacuum-x10-plus/
Source: https://de.roborock.com/pages/roborock-s8-pro-ultra

https://www.dreametech.com/products/dreamebot-l10s-ultra
https://www.mi.com/global/product/xiaomi-robot-vacuum-x10-plus/
https://de.roborock.com/pages/roborock-s8-pro-ultra
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Lh¢ 59±L/9{ Cwha ! I!/Y9wΩ{ 
PERSPECTIVE
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Overview of an IoT Device

SoC

Sensors/
Actors

Storage

Firmware

Connectivity

Debug 
Interfaces

WiFi

BT

Zigbee

UART

eMMC Flash

NAND Flash

SPI Flash

JTAG/ SWD

SD Cards

OS

Application

WiFi/Zigbee

USB

LoRaMCUs

App
Cloud 

Backend
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Overview of an IoT Device
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Features and Connectivity

Å IoT devices have powerful hardware

ïMulticore CPUs

ïOften based on Linux or Android

ïVery similar to general purpose computers

Å IoT devices are connected to other devices and the Internet

ïSmart Home not possible without other devices

ïMost products require Internet connectivity

Amazon Echo Dot Gen3
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Cybersecurity and IoT

ÅCybersecurity is hard

ïRequires knowledge

ïNew attacks are developed

ïThird-party code vulnerable

Å IoT devices are complex

ïHardware, Software and Networks

ïMore challenges for developers

ïDependence on internet

Source:
https://www.bitdefender.com.au/blog/hotforsecu
rity/vulnerability-in-vaillant-heating-systems-
allows-unauthorized-access/

Especially for startups:
Developers are setting up 

infrastructure, backend and 
device software

https://www.bitdefender.com.au/blog/hotforsecurity/vulnerability-in-vaillant-heating-systems-allows-unauthorized-access/
https://www.bitdefender.com.au/blog/hotforsecurity/vulnerability-in-vaillant-heating-systems-allows-unauthorized-access/
https://www.bitdefender.com.au/blog/hotforsecurity/vulnerability-in-vaillant-heating-systems-allows-unauthorized-access/
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IoT development cycle

Å IoT Vendors/Developers are often lazy

ïLimited development time

ïFast product development cycles

ïQuality control too expensive

ÅAssumed development of firmware:

1. Take SDK/toolchain 

2. Modify sample code so that the product runs

3. LŦ ƛǘ ǿƻǊƪǎΥ ǇǳōƭƛǎƘ ŦƛǊƳǿŀǊŜ Χ ŦƛȄ ƭŀǘŜǊ όƻǊ ƴŜǾŜǊύ

Applies to many 
companies, independent 

of size and origin!
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Product support and lifespan

ÅDevelopment cycle similar to smartphones

ïNew products and models every year

ïProduct support dropped after 1-2 years

ïDevelopers can only focus on new products

ÅProblem: Smart Home devices are used longer

ïAverage lifespan of a washing machine: 7-13 years

ïNo incentive for customer to replace working device

ïNo incentive for vendor to support old devices

General problem: 
Security doesnot pay
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MY VACUUM ROBOT HISTORY



3018.10.2023 ςDennis Giese

General observation

ÅEvery time a rooting method gets released, the vendors react

ïSometimes they even break things in the process L

ÅFun facts: 

ïSome vendors seem to have given up after my last talk

ïCompeting robot vendors complain that I do not hack them
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Why Vacuum Robots ?

Source: Xiaomi advertisement in 2016
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First work in 2017

Å Xiaomi Vacuum Robot (OEM: Roborock) / RoborockS5

Å Used fault injection attack to extract firmware

Å Findings:

ïFirmware images: unsigned and encrypted with weak key

ïCustom firmware could be pushed from local network

Å Result:

ïRooting without disassembly

Å Publication: 34C3 (2017) and DEF CON 26 (2018)

https://dontvacuum.me/talks/DEFCON26/DEFCON26-Having_fun_with_IoT-Xiaomi.html

https://dontvacuum.me/talks/DEFCON26/DEFCON26-Having_fun_with_IoT-Xiaomi.html
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Scenario: Insecure Over -The -Air (OTA) updates

αIŜȅΣ L havea freshfirmwareupdate hereΗά

α/ŀƴ L pleasehaveǳǇŘŀǘŜΚά

ForXiaomi devicesin 2017: 
Workedfor provisioned

and unprovisioneddevices
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High -Tech Attack tools

ÅShortcut the MMC datalines

ÅSoCfalls back to Bootloader mode

ÅLoad + Execute tool in RAM
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Roborock is unhappy

ÅNewer firmware versions: local updates blocked

ÅWith introduction of new models in 2019:

ïSigned firmware and voice packages

ïEach model uses different encryption keys

ïSigned configuration files to enforce region locks
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Rooting methods for new models (2019)

Å Required tear down of devices

Å Access to bootloader shell via UART

Å Use bootloader to patch filesystem
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PCB reverse engineering

New Method:
FEL

SOC

Desoldering

Probing
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Roborock reacts again

ÅU-Boot Bootloader gets locked down and shell is removed

ÅSecureBoot, SELinux, DM-verity is introduced

ÅNew models use LUKS filesystem encryption

ïUser data and Application partition is encrypted

ïKeys are stored in OPTEE/Trustzone

ÅCustom ELF binary signature checks in Kernel

ïUnsigned binaries cannot be executed More and moredeviceswith
Camerasand AI werereleased
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Hackers fight back (2021)

Å Presented at DEFCON 29

Å Method to bypass ELF binary verification and security

ïIdea: modification of configuration partition

ïDisadvantage: eMMC desoldering or ISP access required

Å New Vendor: DreameTechnologies

ïPowerful devices with cameras

ïEasy rooting method without disassembly via USB

https://dontvacuum.me/talks/DEFCON29/DEFCON29-Robots_with_lasers_and_cameras.html

https://dontvacuum.me/talks/DEFCON29/DEFCON29-Robots_with_lasers_and_cameras.html
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ISP access Xiaomi M1S
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Debug pinout for Dreame robot

Dontvacuum.me Front

Boot_SEL

SoC

RX
SoC

TX
D+ D-

VBUS
(Do not 
connect)

GND

USB
-ID

DreameL10s Ultra
Pinout under plastic cover

Tower

DreameL10s Ultra
Usage of custom adapter
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Roborocks reaction

ÅEmail from Roborock/9hΥ αThankyoufor the talk, our
engineerswatchedthe talk live and arefixingright now all 
vulnerabilitiesά

ÅAll partitions, exceptsystem, arenow encrypted

ÅELF binarysignatureverificationisobfuscated

ÅCustom code in libcurl to silentlybypassDNS redirections

ÅLots of obfuscation(XOR ftw!)



4318.10.2023 ςDennis Giese

Dreame starts to panic (2021)
Å After release of the talk

ïLots of changesin firmwares

ïUART loginshellgetsremoved, U-Boot shellispatched

ïSomechangesseemto brickrobotsvia OTA

ïFun fact: patchesreveala simpler rootingmethod
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Dreame panics even more (2022)
Å New countermeasuresare introduced

ïSecureBootisenforced

ïSystem partition issignedand verifiedby U-Boot

ïKernel ispairedwith a specificsystempartition

ïCountermeasureis introducedinto the software

ÅRobot randomlycrashesif filesystemis tampered

Å Firmware isnow signed+encryptedwith per-model key

ïFatal mistake: only the passwordto the firmware issigned

ïWecanrecycle the passwordto createourƻǿƴ αauthenticά firmware
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New Generation of Robots (2023) 

Å Research presented at DEFCON 31

Å Example of flagship model of Roborock:

ï 2 Cameras, LIDAR sensor, 2 Linelasers

ï Security:
Å SecureBoot

Å DM-Verity protected rootfs

Å LUKS encrypted partitions

Å SELinux, ELF signatures
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New Generation of Robots (2023) 

ÅLogic flaw in boot chain verification

ïAll components are signed

ÅException: boot configuration

ïEverything is checked in the boot process

ÅAbuse of U-Boot bootloader configuration

ïConfiguration allows arbitrary memory reads and writes

ïManipulation of configuration to disable security checks

ÅPatching of the bootloader by the bootloader itself

Appliesto most
vacuumrobot
vendors
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How to reverse -engineer Roborock S8 Pro Ultra

Å Problem with Roborock: we haveno exposeddebugpins

ïOnlyUSB isavailablewithout teardown

Å Initial approach: completeteardown
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Where are the debug pins?

Removalof the
SOC to track 

tracesaccording
to the datasheet

RoborockS8 Pro Ultra Mainboard
Front side, with SoCdesoldered
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Where are the debug pins?

Removalof the
eMMCFlash to

track traces

RoborockS8 Pro Ultra Mainboard
Back side, with eMMCdesoldered
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Where are the debug pins?

Mapping of pins
to traces

RoborockS8 Pro Ultra Mainboard
Back side, with eMMCdesoldered
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Where are the debug pins?

Connectingthe
tracesof the back 
sideof the PCB to

the front side

RoborockS8 Pro Ultra Mainboard
Front side, with SoCdesoldered
eMMCdatalinesmarked
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Surprising finding

All eMMCpinsare
accessiblefrom the holes

of the buttons
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Surprising finding
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New challenge : Obfuscation

ÅHidingof debugpinsor removingthem completely

ÅExample: Fitbit

Fitbit watch with chips removed Fitbit watch, sanded down PCB


